
Kali Linux: Wireless Penetration Testing
Beginner's Guide

Vivek Ramachandran, Cameron Buchanan

Click here if your download doesn"t start automatically

http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417


Kali Linux: Wireless Penetration Testing Beginner's Guide

Vivek Ramachandran, Cameron Buchanan

Kali Linux: Wireless Penetration Testing Beginner's Guide Vivek Ramachandran, Cameron Buchanan

Key Features

Learn wireless penetration testing with Kali Linux, the latest iteration of Backtrack●

Detect hidden wireless networks and discover their names●

Explore advanced Wi-Fi hacking techniques including rogue access point hosting and probe sniffing●

Develop your encryption cracking skills and gain an insight into the methods used by attackers and the●

underlying technologies that facilitate these attacks

Book Description

As wireless networks become ubiquitous in our lives, wireless penetration testing has become a key skill in
the repertoire of the professional penetration tester. The Kali Linux security distribution comes with a myriad
of tools used for networking attacks and detecting security loopholes.

Kali Linux Wireless Penetration Testing Beginner's Guide presents wireless pentesting from the ground up,
introducing all elements of penetration testing with each new technology. Learn various wireless testing
methodologies by example, from the basics of wireless routing and encryption through to detailed coverage
of hacking methods and attacks such as the Hirte and Caffe Latte.

What you will learn

Create a wireless lab for your experiments●

Sniff out wireless packets and hidden networks●

Capture and crack WPA-2 keys●

Discover hidden SSIDs●

Explore the ins and outs of wireless technologies●

Sniff probe requests and track users through SSID history●

Attack radius authentication systems●

Sniff wireless traffic and collect interesting data●

Decrypt encrypted traffic with stolen keys●

About the Authors

Vivek Ramachandran has been working in Wireless Security since 2003. He discovered the Caffe Latte
attack and also broke WEP Cloaking, a WEP protection schema, publicly in 2007 at DEF CON. In 2011, he
was the first to demonstrate how malware could use Wi-Fi to create backdoors, worms, and even botnets.
Earlier, he was one of the programmers of the 802.1x protocol and Port Security in Cisco's 6500 Catalyst
series of switches and was also one of the winners of the Microsoft Security Shootout contest held in India
among a reported 65,000 participants. He is best known in the hacker community as the founder of
SecurityTube.net, where he routinely posts videos on Wi-Fi Security and exploitation techniques.

Cameron Buchanan is an experienced penetration tester, having worked in a huge range of industries. He is
also the author of Packt's Kali Linux CTF Blueprints.



Table of Contents

Wireless Lab Setup1.
WLAN and its Inherent Insecurities2.
Bypassing WLAN Authentication3.
WLAN Encryption Flaws4.
Attacks on the WLAN Infrastructure5.
Attacking the Client6.
Advanced WLAN Attacks7.
Attacking WPA-Enterprise and Radius8.
WLAN Penetration Testing Methodology9.
WPS and Probes10.

 Download Kali Linux: Wireless Penetration Testing Beginner' ...pdf

 Read Online Kali Linux: Wireless Penetration Testing Beginne ...pdf

http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417
http://sapek.club/go/read.php?id=1783280417


Download and Read Free Online Kali Linux: Wireless Penetration Testing Beginner's Guide Vivek
Ramachandran, Cameron Buchanan

From reader reviews:

Tim Simmons:

Have you spare time for the day? What do you do when you have a lot more or little spare time? Yep, you
can choose the suitable activity to get spend your time. Any person spent their particular spare time to take a
go walking, shopping, or went to the Mall. How about open or maybe read a book eligible Kali Linux:
Wireless Penetration Testing Beginner's Guide? Maybe it is to get best activity for you. You realize beside
you can spend your time along with your favorite's book, you can more intelligent than before. Do you agree
with the opinion or you have some other opinion?

Tasha Page:

This Kali Linux: Wireless Penetration Testing Beginner's Guide book is absolutely not ordinary book, you
have after that it the world is in your hands. The benefit you will get by reading this book is actually
information inside this guide incredible fresh, you will get details which is getting deeper anyone read a lot
of information you will get. This specific Kali Linux: Wireless Penetration Testing Beginner's Guide without
we realize teach the one who reading through it become critical in thinking and analyzing. Don't always be
worry Kali Linux: Wireless Penetration Testing Beginner's Guide can bring whenever you are and not make
your tote space or bookshelves' become full because you can have it with your lovely laptop even phone.
This Kali Linux: Wireless Penetration Testing Beginner's Guide having very good arrangement in word in
addition to layout, so you will not truly feel uninterested in reading.

Donald Cortes:

This Kali Linux: Wireless Penetration Testing Beginner's Guide is great publication for you because the
content which can be full of information for you who also always deal with world and also have to make
decision every minute. This kind of book reveal it data accurately using great arrange word or we can state
no rambling sentences in it. So if you are read the item hurriedly you can have whole data in it. Doesn't mean
it only gives you straight forward sentences but challenging core information with splendid delivering
sentences. Having Kali Linux: Wireless Penetration Testing Beginner's Guide in your hand like keeping the
world in your arm, information in it is not ridiculous one. We can say that no book that offer you world in
ten or fifteen moment right but this reserve already do that. So , this really is good reading book. Hey there
Mr. and Mrs. hectic do you still doubt that?

Judith Craig:

Beside this specific Kali Linux: Wireless Penetration Testing Beginner's Guide in your phone, it could give
you a way to get nearer to the new knowledge or info. The information and the knowledge you can got here
is fresh through the oven so don't always be worry if you feel like an aged people live in narrow commune. It
is good thing to have Kali Linux: Wireless Penetration Testing Beginner's Guide because this book offers to
you personally readable information. Do you often have book but you would not get what it's about. Oh



come on, that will not happen if you have this inside your hand. The Enjoyable set up here cannot be
questionable, such as treasuring beautiful island. Techniques you still want to miss this? Find this book and
also read it from now!
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